Internet Explorer Settings

Open Internet Explorer and Click on Tools = Internet Options - Security Tab.

Scroll down the list and make sure the .NET settings match this screen.

Security Settings - Internet Zone

Setiings

{:}I Prompt |
% \MET Framework-reliant components
% Permissions for components with manifests
) Disable
(%) High safety
% Run components not signed with Authenticode
) Disable
(%) Enable
{:} Prompt
% Run components signed with Authenticode
) Disable
(%) Enable
O Prompt
|@¢| ActiveX controls and plug-ins

|#| Allow previously unused ActiveX controls to run without prom 3

3\ Piczhla bt
L4 | | >

*Takes effect after you restart Internet Explorer

Reset custom setings
Resetto: | Medium-high (default) v| | Reset. |

Security Settings - Internet Zone

Settings

(%) Disable ~
() Enable
& | Display mixed content
() Disable
®
) Prompt
gi Don't prompt for dient certificate selection when no certifica
(%) Disable
() Enable :
#| Drag and drop or copy and paste files =l
() Disable
(%) Ensble
) Prompt
gi Include local directory path when uploading files to a server

(") Disable
(&1 Ernshla
4 | | »

*Takes effect after you restart Internet Explorer

| £

Reset custom settings
Resett0: | Megium-high (default) v| [ Reset.. |

[ oK ] [ Cancel ]




Scroll down further and Click Disable for Use Phishing Filter and Use Pop-up Blocker.
Click OK

Security Settings - Internet Zone

Settings

& | Submit non-encrypted form data ~ |
) Dizable
(%) Enable
) Prompt
& | Use Phishing Filter
(%) Dizable
) Enable
& | Use Pop-up Blocker
®
) Enable
& | Userdata persistence
() Disable _
(%) Enzble —
g’; Websites in less privieged web content zone can navigate in

) Dizable
3% Enzhla
£ | *

*Takes effect after you restart Internet Explorer

b

Reset custom settings
Resetto! | Medium-high (default)

[ Reset. ., ]

L

[ OK ] [ Cancel ]

Click Content tab = Certificates

General | Security | Privacy | Content iCnnnectinns | Programs | Advanced

Content Advisor -

@ Ratings help wou control the Internet content that can be
wiewed on this computer,

|Jse certificates For encrypted connections and identification.

Certificates

[ Clear 55L state l |, Certificates | [ Publishers l

AutoComplete -

i AutoComplete stores previous entries Settings

o on webpages and suggests matches
For wou,

Feeds

| i Feeds provide updated content from Settings
= !

websites that can be read in Internet
Explorer and ather programs,




Click on the Trusted Root Certification Authorities. Scroll down and double click on TC
TrustCenter Class 2 CA.

Certificates

Inkended purpose; <all= w |

Intermediate Certification Authorities | Trusted Raat Certification Authorities | Trusted Publ ¢ #

Issued To Issued By Expiratio, #
E)swisscom Roat CA 1 Swisscom Fook O 1 a/18/20z25
SwissSign Gold CA - G2 SwissSign @old CA - G2 10/25/203
SwissSign Platinum C4 - G2 SwissSign Platinum Ca,.,  10/25/203
SwissSign Silver Ch - G2 SwissSign Sibver C8 - G2 10/25/203
E 1 TrustCenter Class 1 A TC TruskCenter Class ... 1/1/2011
E2 TC TrushCenter Class 2 C2 TC TruskCenter Class ... 1/1/2011
EATC TrustCenter Class 2 CA 1T TC TruskCenter Class ... 12)31[202
EATC TrustCenter Class 3 CA TC TruskCenker Class ... 1J1/2011
£ I

[ Import... H Export... ][ Remove

Certificate intended purposes

Secure Email, Cade Signing, Server sukhentication

Vi

Close

Click on the Details tab and then click on Edit Properties.

Certificate
ceneral | Details |CertiFi-:atiu:un Path
Show: | =all= w
Field Yalue i

E'-.-'ersiu:un V3
ESeriaI number 03 ea
ESignature algorithm mdSRS8 B
Elssuer certificate@trustcenter.de, T...
F]valid from Monday, March 09, 1998 7:59...
E'u'alid ko Saturday, January 01, 2011 7...
ESubject cettificate@trustcenter.de, T...
[Flpublic key RSA (1024 Bits) v

E.Edit Properties,., | [ Copy ko File... ]




Check the Code Signing box then click OK, OK, OK, Close. Click OK to close the Internet
Options box.

Certificate Properties

General | Cross-Certificates

Friendly name: | TC TrustCenter Class 2 CA

Descripkion: J

Certificate purposes

"} Enable all purpozes for this certificate
) Dizable all purpozes for thiz certificate
%) Enable grly the following purpozes

Mote: You may only edit certificate purposes that are allowed by
khe certification path,

¥ Server Authentication
[T Client Authentication
|28 Code Signing
¥ Secure Email
[T Time Stamping

[T Microsoft Trust List Signing

[T Microzoft Time Stamping !
< &

Add Purpose. ..

83

Q. ][ Canicel ]

Click on Advanced tab, scroll down to Phishing filter, and select Disable Phishing filter. Click
apply, and ok.



